DPIA METHODOLOGY

(GENERAL GUIDELINES : You will complete this DPIA in 4 steps.
- 15t step: Fill (*Knowledge Base") wit i

d thi

- 2nd step: Following approval from DPO, based on the information of the Knowledge Base, answer the questions in the so called "DPIA Template". In Section B (°
= 2 - & = 2

t0 DPO for the rest of the form.

Section 8,

vouwill

Section A - KNOWLEDGE BASE

PART | - DESCRIPTION OF THE ENVISAGED PROCESSING OPERATION

Flowehart

data

From where  whom What we dowith i

“Where do we keep 1t

"Who we give t o -Include detals both of ECDC staf who willhave access.
and also any other recipients e 8. contractors,other agencies, WHO etc

pseudonymised personal data of study participants (incl.

diti

, age, gender, s

P status, country of
residence, occupation).

COVID-19 diagnosis, laboratory result, vaccination status, med.

Data are collected from the study
sites (c.g., hospitals, primary care
settings, long-term care facilitics,
other health care providers).
Sometimes, the information can be
collected from the registry of health-
related systems, or sometimes, they
are first collected with paper based
questionnaires. The study group are
COVID-patients, patients with other
infectious discases and healthy
individuals (c.g., health-care

Statistical analyses are performed in order to
respond to the objectives of the study, namely
to assess the vaccine effectivencss and the
impact of the vaccination programmes.

Personal data are pooled and stored on the database of the
contractor. The contractor will transfer the data to
ECDC's epidemiological databases.

The data that arc part of this study will be shared
with selected staff of ECDC and Epiconcept on a
need-to-know basis. Personal data transferred to
ECDC’s epidemiological databases will be shared
with other authorised users on a need-to-know-
bases. Access to the data stored in the
epidemiological databases may be granted based on
Regulation (EC) No. 1049/2001 on public access to
documents.

Detailed description of the purposels]

and supporting assets

process. ‘Description of the process

‘Description of the purpose

‘Supporting assets

which are the

Collecting of the data

web-based data collection methods or paper based methods

can be used. Identifiers such as name, addresses and medical
registration codes are deleted before the data transmission to
the contractor. They are also not received by ECDC.

obtaining set of data for scientific evaluation of vaccine

contractor's
effectiveness and impact;

database and ECDC's surveillance databases

Merging datasets

collection of data form medical records or genetic databases

improving quality of data, e.g. by obtaining information
about medical precondition and/or variants of the
pathogen;

database of the study site and of other healthcare providers and
public health authorities

‘Organising]structuring the data

Variables are recoded and new variables generated. Each
record is given a country code, a hospital code and a unique
number generated by the contractor

preparation of scientific analysis and optimisation of data
collected;

contractor's database and ECDC's surveillance databases;
statistical software;

Retrieving]consulting/using the data

Use of statistical software to perform analys

conducting scientific analysis of the data;

contractor's database and ECDC's surveillance databases;
statistical software;

Editing/altering the data

Cleaned and cdited databascs are stored separately from the
initial database

ensure update and accuracy of personal data;

contractor's database and ECDC's surveillance databases;
statistical software;

Disclosing/transferring the data

Data is collected at country level and then transferred to
contractors database via a secure data transfer system (two
methods; a scure data transfer platform or data entry
directly into a secure software);

of ps ymised case-based data to ECDC’s
stakeholders;

transferring data from (sub-)processors to ECDC for
analysis;

ensuring rescarch analysis by ECDC’s stakeholders;

secure data transfer system (two methods; a secure data transfer
platform or data entry directly into a secure software);

Restrcting the access to the data

n/a

n/a

n/a

Storing the data

Any subsequent change to the data is stored separately from
the initial database.

ensuring availability of data for analy

ECDC’s epidemiological database on premises;

Erasing/destroying the data

Personal data will be deleted or anonymised after retention
period has lapsed.

ensuring storage limitation;

ECDC’s epidemiological database on premises;

Other

Interaction with other processes

“Are data from ths process re-used n other processes? 1/N]

. Yes (by to ECDC's
Yes (partially)
databases)
Tymoogy o supporing sets
Wormation systems Ut dres
Soare i
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Poper documents R o
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PART Il - KNOWLEDGE BASE TO FILL THE TEMPLATE
Rating likelihood
1: Negligible 2 Limited 3 Significant 4: Maximum
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DPIA Template

SECTION B - IMPACT

PART . - Necessity and Proportionality Assessment

Necessity
Need for

Proportionaity
Ensure

mandate assigned to t7

approach the feast intrusive one?

Benefis of the prot

cessing

Risks t0the fundamental ights arsing from the processing

Rk el

ase)

kelhood
rate from 110 4, see knowledge
b

Impact
(rate from 1.0 4, see knowledge
base)

ECDC has been commissioned by the European Commission to
monitor the benefits and risks of vaccines and vaccinations, at
EU level, including through post-marketing surveillance studies

(Paragranh 10 and 11 Canncil’s recammeandatian 2018/C

Personal data are needed in order to respond to
the scientific questions related to vaccine
effectiveness and impact of vaccination

nraorammee Nata callacted at BT loval fram a

scientific outputs on effectiveness N
ISLG outp breach of confidentiality
of different vaccines




o . e o s s s
466/01). The aims is to coordinate and to support national number of Member States allow more accurate  [scientific output on impact of .
- . misuse of health data 2 2
efforts via data and representative results. vaccination programmes
and sharing (C: from the C: -
. Ca ty building for Member .
to the European Parliament and the Council of 15 October capacity butiding for MEmber 1y, o, o of integrity and
N States on response to public- 2 1
2020 on Preparedness for COVID-19 vaccination strategies and accuracy
health threats
vaccine deployment, COM
(2020)680 final). The scientific outcome of these studies will
support vaccination policy related decisions.
scientifically support to policy
decision on vaccination
[ 1 I !
[+ B
PART .- Risk Assessment: Assessing likelinood & impact
For each step of the processing operation (cllection o data, merging dat set, tc), answer Yes/No to the questions about the prnciples of data protection that they may affct.
our processing op linked t0a question,or which you can ndicate in “other” psof v Torate 7
prncipls, please refer to Part I of the Knowledge base.
I. Fairness
Questions Step ot the opration
Only answer (Yes/No) tothe stes ncuded n your rocessing operation
Collection Vierging dataets Retrevall Discosure/ EZ Comments
comulation/use Transer
E Yes Yes Yes No Yes Clinical studies are common, publicly
known and socially accepted.
(= Yes Yes Yes Yes Yes
relevant here!)
2. 1fyou relyon consen, st realy freely given?
T iryou rely on comsen, can people revake 7 Yo Ve Ve Ve Ve
by contacting their local |by their  [by their  [by their local by contacting their local The supervisory authority will contact
Plase ndicte how. supervisory authority |local supervisory local supervisory supervisory authority supervisory authority the contractor and the latter ECDC.
authority authority
£ t nen | Study sites provide Study sites provide  [Study sites provide [ Study sites provide Study sites provide
1082, Financial Regulation et - 0PO canadvie ursure here) participants with consent |participants with participants with participants with consent | participants with consent
notes. consent notes. consent notes. notes. notes.
Legal basis: Paragraphs |Legal basis: Legal basis: Legal basis: Paragraphs 10|Legal basis: Paragraphs 10
10 and 11 Council’s Paragraphs 10 and 11 [Paragraphs 10 and 11 |and 11 Council’s and 11 Council’s
recommendation 2018/C | Council’s Council’s 2018/C 2018/C
466/01; 466/01:01; 466/01:01;
2018/C 466/01; 2018/C 466/01;01;
= No No No No No It seems very unlikely that people will
Ee be dissuaded to seck medical
keihood tha peopl exrcie thei reedomof
treatment.
- Could this processing operaion ead o discrmination No No No No No
O35 facu Z Yes Yes Yes Yes Yes Epiconcept and study sites have
standard procedures for providing
information in place.
Toedonyour Ton Basedon your ansviers, assessth Impact 1  DataSubjectwere afected
(ratefrom 1104)
1 1
I1. Transparency
Questions Step of the operation
Cotlection Wierging datasets Retrevall g Aeration Discosure] Storae Comments
comultation/use Transer
2 Yes Yes Yes Yes Yes Yes
I";dwm“mmm Yes Yes Yes Yes Yes Yes information notice provided to study
Answer /N and ndcate how. participants by study site;
2 N/A N/A N/A N/A N/A N/A
Tasedonyour Ton asedon youransvers, assessth Impact 1 DataSubjectwere afected
(ratefrom 1104)
[ [1
[ Il Purpose I
Questions Step of the operation
Only answer (Yes/No) tothestes ncuded n your rocessing operation
Cotection Wirging datasets Organiation] Tetreval] Disclosure/ Restriction Storsge Erasure] Comments
structuing consulation/use Transter Destructon
T Rave you dentified ll purposes ofyour process? Yos Yos Yes Yes Yes NA Yes Yos
Yes Yes Yes Yes Yes N/A Yes Yes The overall goal is to obtain
2. Are all purposes compatble with the il purpose? new and accurate scientific
insights.

(== Yes Yes Yes Yes Yes N/A Yes No Contingent risk of re-use of
personal data for
commercial purposes.

strict policy on individual contractual N/A data stored in EU [pseudonymisation;
access to of staff; of staff; of staff; only; retention period;
epidemiologica |strict policy on access strict policy on access |strict policy on access |strict policy on access pseudonymise-  [ICT security policy;
1 Y to to to tion;
trainings for | databases; databases; : certification of
staff; for 3rd processor;
purposes e.g.via contractual provisions, terms of reference, clear obligations; party requests; strict policy on
obligations; ICT security policy access to
(e.g.. keeping logs); epidemiological
certification of databases;
processor; contractual
obligations;
. fenti fsical Yes Yes Yes Yes Yes N/A Yes Yes
istorica purposes, o you 3ply appropriste
(e.g- anonymisation or pseudonymisation)




All personal | All personal data are | All personal data are | All personal data are | All personal data are |N/A ‘Al personal data | All personal data are
data are p by ised by ised by ised by are pseudonymised by
P default default default default by|defaul
by default default
Bared o your amowers, LY
(ratefrom 1 to.)
B [2
[ IV. Data minimisation
Questions Step of the aperation
Callection Merging datasets rganisation] Editing/Alteration Disclonre] Restrction Comments
structuring

P e e D S s Yes Yes Yes Yes Yes N/A Based on the current knowledge,
ECDC is collecting as much data
necessary. It is planned to reduce the
set of necessary data.

P e No No No No No N/A On a regular basis, ECDC shall re-
evaluated which data do not provide
essential information to respond to the
question of vaccine effectiveness and
impact of vaccination programme.
These data will not be collected

between mandatory and optional Yes Yes Yes Yes Yes N/A
information ?

4 do Yes, ps ion by |Yes, ps ion | Yes, Yes, Yes, pseudonymisation by [N/A

appropriately manage the risk of r-identifcation?

Answer /N and ndicate how. default; anonymisation of | by default; ps ymis by |ps ymis by |default; ion of

statistical reports anonymisation of default; default; statistical reports
statistical reports anonymisation of anonymisation of
statistical reports statistical reports

| ‘Based on your answers,

Toa)

(rate from 1to)

from third parties i accurate, and do you

[r B
[ V. Accuracy
Questions Step of the operation
Colection Merging datasets Organisation/ Retrieval/ Editing/alteration Disclosure/transter Restiction Comments
structuring consultation/use
BT T I ST Yes Yes Yes Yes Yes Yes N/A established scientific
standards apply.

20 Yes Yes Yes Yes Yes Yes N/A
:'m"“m N/A N/A N/A N/A N/A N/A N/A
Answer Y/ and ndicate how.

z Yes; checks are|Yes; checks are putin | Yes; checks are put in | Yes; checks are put in | Yes; checks are put in | Yes; checks are put in place. N/A Data is validated at different

T putin place.  |place. place. place. place. levels of data collection
(DTS through different methods,
with immediate checks and
subsequently checked for
consistency and validity.
| Tasedonyour Ton Toedonyour e from 11047
[ [2
| V1. Storage limitation (Retention period)
Questions Step of the operation
only
Retrevall Restriction Storage Erasurel Comments
consultation/use destruction
-1 e retention period efined by EU legation ? No NA No No
2 Yes N/A Yes Yes
Pleaseindiate e retenion prod o The processor will be instructed to
10 years for ECDC  |N/A ) years 10 years for ECDC delete the personal data as soon as their,
for ECDC
task has been
Peaseindcat th purpose o etaininthe data for this pero Yes N/A Yes Yes The ten years period is necessary to
evaluate the vaccine effectiveness over
time.
Yes N/A Yes Yes Access to data is restricted on a need
to-know basis.
= ? No N/A No No
Tasedonyour Toa) ovedon your avsvers, sess th Impact - Data Subjectwere afected
(ratefrom 1104)
2 [2
| VI Security - if using a party, you may ir input
Questions Step of the operation
Cotlection Wierging datasets Retrieval] Eaing/atteration Discosure] Restriction Storsge Erasurel Comments
Transter Destruction
ntd Yes Yes Yes Yes Yes N/A Yes Yes ECDC carried out a DPIA
o and an ICT security
assessment on the
epidemiological databases
where the study data are to
be stored (see 2021-DPO-
020).
205 Yes Yes Yes Yes Yes N/A Yes Yes see DPIA 2021-DPO-020
reedoms of private indivicuals?
Doyou,
s Yes Yes Yes Yes Yes N/A Yes Yes see DPIA 2021-DPO-020
B Yes Yes Yes Yes Yes N/A Yes Yes see DPIA 2021-DPO-021
10 the context oftheprocessing and
theriss?
Toedonyour Toa) asedon youransviers, assess th Impact 1  DataSubjectwere afected

(rate from 1t0.4)

2

2

SECTION C - RISK TREATMENT

Measures envisaged to address the risks (i

lihood and impact)

| Generic controls - f using a contractor or other third party, you may need their input here in order to complete this part of the DPIA




Freventive: win Detectver N epresiver win Comectve: win
Do you preventisks from materialising? Do you monitor your processing operaions i oder to Doyou ensure thatyou have means inplce toquickly "
ensure that you quicly notice beaches? end detected breaches? ater the fact?
’ Yes Yes ? Yes Yes
ata breachesor it use ? systems have been compromised 7
’ Yes
Do you form your edients fer am amautharsed wansier and
have a need to know (e.g. because they changed jobs) 2 Yes | about the processing ? No of compromised credentials ? No instructing them to delete the data 7 Yes
others 7 Yes
Do you encryptstorage devices No
Controls by Data Protection Principle
Fakness Transparency Purpose imitation Deta mimmisation Recuracy Storage mitation Secarty
Restdual mpact and einood et [ e et | Ghethood impet | Ghethood mpect | Gikeiood impect | Ghethood | kainond | Tkaiond
TS TG 144) 144) 144) 14 24) 14 3(4) 14 24) 14 2(4) 2(4) 244 24)
pLmk ot check pected use when re- tifying | Limiting export Collecting age ranges C Di between conservation period EIBISRM
Pessecross o fnotapolcablel | using data-sets data-subjeets functionalities: instead of birth dates; checks; for different parts of data; general ICT Security Policies;
Policy on data use;  standard & automated restricting access to relevant profile; Certification of processor (ISO
limited access on a mechanism on validation at retention period and automated 27001:2013; Health Data Host);
need-to-know-basis ~[collection of data; ECDC and anonymisation of patient data; pscudonymisation;
(Permission rules); constant review of subsequent secured and restricts access (e.g.
Terms of Service; collection of meta correction of authentication, log keeping);
pseudonymisation; data; personal data secured network, systems and
in ECDC's software;
epidemiologic contractual obligations of
al databases; processor, sub-processors and
standard & personnel;
mechanism on instruction and training for
Avodi - D '[ - i personnel;
voiding generic ata quali
: 28 duanity backup and disaster recovery plans
identifiers; reviews;
in place;
Review of Data Protection Notification [ Publication of Data Continue reviewing request the processor to delete or anonymised |Ensure that the legal basis applicable
and DPIA regularly due to changing  [Protection Notification the categories of the personal data after the completion of the between controller, processor and sub-
i and DPIA on ECDC's personal data purpose. processors are compliant.
webpage. processed with regard
to the purpose.
SECTION D - CONCLUSION
Part1 ), on the a

sity for scientific insights on the effectiveness and impact of vaccines in order to ensure that decisions on v
ons on health care (e.g., on being vaccinated and the choice of the vaccine). The processing of personal data
Even though the processing operation involves health data, which is a sensitive category of personal data, the
and the means of data processing. Personal data are collected on the basis of strict scientific n

nation polici re b
thus necessary and proportionate.
mated risks to the rights and freedoms of the data subjects are overall low to limited. Data subjects are duly informed about the purpose
ssity. The processor is a certified Health Data Host experienced in that arca. Personal data are exclusively processed in the EU. Contractual and
organisational safeguards (c.g., policies and protocols) are in place. Access to personal data is granted on a need-to-know basis, secured and monitored. Systems, software and networks are protected by technical measures. The personal data stored at
ECDC’s epidemiological databases arc pseudonymised.

As mitigating measures, the controller is advi ind to publish the Privacy Statement and the DPIA on its webpage in order to further reduce the
risks. In addition, the data collection policy shall be continuously reviewed and updated. Finally, it is recommended to ensure that the respective legal obligations between controller, processors and sub-processor are always clearly determined in
appropriate legal instruments to be in place before processing operations are initiated.

on evidence. These insights are also beneficial for citizens in order to take

informed deci

d to instruct the processor to delete or anonymise the personal data afier the completion of the purpos
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